
Security and Privacy Support 
 

Task 3.3, Incident Response Program 
 
Task Overview  
 
FSA and its partners operate numerous systems at several locations using many platforms.  While 
constructed securely, system incidents will inevitable occur.  Understanding this inevitable 
situation, FSA needs to develop an incident response program to identify, mitigate and recover 
from malicious and non-malicious cyber attacks.  The program will include plans for notifying 
affected parties, escalating responses, and coordinating with the Departmental incident response 
program.   
 
Task Details 
 
The objectives and milestones identified for this task are as follows: 
 
Objective(s): 

§ Coordinate FSA efforts and methods to conform with the OCIO incident response 
program 

§ Review policy and develop procedures for notifying cyber incident affected parties 
§ Review policy and develop procedures for escalating incident responses and for 

reporting incidents to the Department level. 
 
Milestone(s): 
 

§ Review (read) Department Level Incident Response Program (and FSA program as it 
currently exists) 

§ Meet with EDCIRC personnel to determine what FSA can do to comply with OCIO’s 
incident reporting requirements. 

§ Meet with FSA Incident Response personnel  
§ Questions and Network Map (physical and system administrator views) 
§ Document incident response procedures based on acquired information 
§ Develop training session and awareness materials 

 
 
Task Status 
 
At this time all the requisite objectives and milestones have been completed except for training.  
This has been done by: attending weekly meetings with the EDCIRC group, meeting and 
exchanging email and holding discussions with FSA personnel and other contractors, reviewing 
internal documents, reviewing current “best practice” documents and by observation.  We have 
prepared a draft FSA Incident Response Implementation Guide, which is undergoing a review 
and approval process.  Furthermore, we have developed and submitted a project plan with a 
suggested time table for implementation and provided a narrative paper explaining it. 
 
 


